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Abstract features of the e-Contract content on the supporting archi-
tecture. In fact, e-contracts contain specific data dueeo th
The purpose of a contract, in a B2B context, is to estab- technological environment for their enactment. For exam-
lish an agreement in order to decrease risks associated withple, e-contracts can contain parameters defining workflow
the interactions between trading partners. Humans cur- data exchanged between parties [11]. Additionally to this,
rently carry manually out the business contract processes. most of the existing research works don’t take into account
This mainly includes the mechanisms of negotiation, sign-negotiation regarding to contracts clauses and arbitratio
ing, validation and monitoring. In order to improve the potential conflicts [14].
execution of the contracts with complex scenarios the use In order to improve the execution of the contracts with
of Multi Agent System technologies is more appropriate. complex scenarios the use of Multi Agent System technolo-
This paper describes a prototype implementing the conceptgies would be more appropriate, particularly in the case of
of Electronic Contract dedicated for Tele-services based dealing with the creation, the execution, the monitoring of
on Molise/™t, an organizational model for agents. This the electronic contracts, as well as providing means for ar-
model aims to specify the rights and duties of agents in abitration and reputation in case of conflicts/[3, 2]. The main
society according to four points of view: structural, func- goal of the research work presented in this paper is to inte-
tional, contextual and normative. We use a real-world con- grate a Multi-Agents System within an exiting application
tract scenario as a test-bed for examining our e-contract named EBSME (Electronic Business for Small and Medium
architecture and for implementing our prototype. Enterprises) [10] in order to allocate more autonomy to the
software components that assist users. EBSME is an eCom-
merce application allowing activities between an employer
and an employee through the creation, the signature and the
execution of secured electronic contracts via a web-based
interface. The main concept of the solution is the execution
The electronic contracting has recently gained lots of in- of an electronic contract, which is a digital object reprise
terests in the business-to-business domain, as a way to iming an agreement among some participants and describing
prove traditional paper contracting. In fact, the high num- the obligations of people involved, in terms of deliverable
ber of established and complex contracts has lead problemgosts and deadlines. Three participants are evolved inta suc
for Small and Medium Enterprise due to the high costs anda scenario. A tele-worker (or service provider) is the one
high time requirements. New business paradigms that aimwho seeks for a job and has specific abilities and knowl-
to improve the competitiveness of companies like dynamic edge to offer. A tele-employer (or service consumer) who
virtual enterprises and dynamic service outsourcing appea seeks for employees looking for a job and having certain
and require an adequate contracting support [4, 6]. We ac-skills and knowledge. The third participant os the arbatrat
tually assist to an increasing number of B2B applications who participates in an Electronic Contract as the trustylthi
handling electronic contracts and digital signatures. De- party and resolves the disputes between the tele-worker and
pending on the level of automation pursued in e-contractthe tele-employer.
enactment and management, e-contracts can be seen only In this context a contract scenario has been developed
as digitalized paper contracts [12]. In [5] there is a pre- to provide a definite setting for the implementation of the
sentation of a specific Microsoft implementation of the en- contract prototyping system on EBSME. User can trade in-
terprise modeling of contracts. But in most of the existing tangible assets and translation services in particulahisn
research work, less attention has been paid to the specificontext, the user would be able to delegate a part of his con-

1. Introduction



trol in the management and monitoring of contracts. This MoIse/™** based Contract Modeling: MoIsg/™s! is
paper is organized as follows. We present in Sedtion 2 afounded on theMoISET organizational model (Model of
Multi-Agents organizational model and its contract mod- Organization for multl-agent System) [8\oI1SE™ allows
eling. Section B is dedicated to the implementation archi- to specify the global expected functioning (functionalcpe
tecture with the contract model applied to the scenario of fication) of an agents organization as well as the structiure o
the employment domain. The Section 4 conclude the paperthis organization in terms of roles, groups and links (struc
with the perspectives of the implementation results agdplie tural specification). A deontic specification expresses per
to the EBSME platform. missions, obligations and prohibitions of functional spec
ification missions regarding to the structural specifigatio
2. Agent-Based Organizational Model Pro- roI_es_.MO|SE{’_“t ejxtend:y\/lomEF by im_proying th_e thrge _

existing specifications. It adds a specification which aim is

posal to describe contextsMoIsE™*! is basically composed of

(see Figure 2) four main specification. The first is s Struc-
Electronic Institution: These last years the Electronic tural Specification (SS) defining roles that agents will play
Institution concept has been introduced in Multi-Agent and relations between theses roles as well as an additional
System domain and in electronic commerce in particu- structural level named group to which roles belong.The sec-
lar. In human societies an institution defines the game ond is a Functional Specification (FS) defining all goals that
rules [13]. These rules enclose all kinds of formal or have to be reached in the system. The third is a Contextual
informal constraints that human beings use to interact. TheSpecification (CS) defining the different contexts influenc-
current multi-agent methods propose the modeling of theseing roles as well as transitions between contexts. The last
rules through normative systems [9]. These ones define arpne is a Normative Specification (NS) extending the Moise+
institution as a set of agents, which behave according todeontic specification and defining clearly rights and duties
some norms taking into account their possible violation.  of each roles on a mission (set of goals), within a specific
context.

We consider that a contract must specify the function-
ing related to the agreement reached by agents through ne-
gotiation (internal or external to the system). This agree-
ment concerns the distributed execution of global tasks by
the different participants to the contract. In fact, a con-
tract specifies both the functioning and the structure orga-
nizing this functioning. This is why this contract model
SrNal: Arbitration System is based onMoIse/ ™!, This organizational model con-
siders two main dimensions: the organizational structure,
defined in a Structural Specification (SS), and the function-
ing schemes, defined in the Functional Specification (FS).
Moreover, it adds an explicit deontic relation, Deontic &pe
ification (DS), among these two first dimensions to better

explain how a Multi-Agent System’s organization collabo-
rates for the social purpose. The electronic contract life ¢
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Figure 1. Institution model

In the same way we define our Electronic Institution for
electronic contracting as an autonomous agents organiza:
tion. The behavior of these agents is ruled by norms and
controlled by an arbitration system that is allowed to relvar
or punish agents whether they respect or not their agree-

ments. Figure 1 illustrates the architecture, which make % HsZo)g

use of this definition. The architecture is composed of two

levels: (i) a Multi-Agent System dedicated to application S| ns s
domain in which autonomous agents evolve, (i) an insti-

tutional multi-agent middleware nameflyNAI dedicated A
to the norms management. The two levels render a nor- o |

mative organizational model based @droOISE™** meta-

model. Thus, the agents are able to reason and to take into

account the specification described withioI1SE!™**. The

institutional middleware takes into account this specifica Figure 2. MoIse/"s! Specifications

tion in order to supervise and control the agent level work-

ing. cle is depicted in Figure 3. This model is described in terms
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of roles and their relationships which together support con
tract establishment, execution, monitoring and enforcgme
stages in a contract life cycle.
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Key roles in the model are mainly composed of five main

layer is more precisely based on the constraints properties
of the contract§YNAI layer). This layer has the authority
on the first layer in order to force its agents to suitablyarr
out their tasks. Lastly, we have the Communication layer.
This layer is build up of the methods of the SACI API which
allows the communication between all the agents. We ba-
sically consider that the actual agents layer is composed of
passive agents, which have the role of supervising the in-
puts/outputs. They will be controlling the actions carried
out by the users, reading/writing in the contract database.
They are used as intermediaries between the system and the
user. Then we have decisional agents, also forming part of
the first layer of agents, which will have the possibility of
making decisions regarding the fulfillments of the consact

Decisional Layer: This layer is more related to the action
to be performed by the agent regarding the contract execu-
tion, like the arbitration procedure, as well as to the cacttr
objects actions such as the search facilities. Lets takeka lo

phases [10]. The first one is the registration Phase. Duringto these two implemented properties.

this phase, the users identify the services. The secongone i
the creation phase of the contract where we establish formal
relation between the different participants. The thirdggha

is the negotiation phase. The fourth is mainly the execution
phase where the services are basically provided. The last
phase is for the payment where the requester validates the
service and pays the providing service.

3. Prototype Development

3.1. Overall architecture

S/nai: Institution Agent Middleware

Figure 4. EBSME Agents Organization

As specified in the Figufg 1, the architecture of the MAS
integration to the electronic contracting application {EB
SME) is composed of the three following main layers:

Agents Layer: The agents will be basically integrated
within EBSME at various levels. We first have a layer,
which will contain all the agents interacting directly with
the system. They take note of their goals and roles while
being informed atMoISE/™*t (see Figuré 4). A second

o Arbitration:
We consider here two kinds of arbitration: the arbi-
tration performed by a physical user or the arbitra-
tion automatically performed by an autonomous agent.
The arbitration by an individual is based primarily on
the contract provided by the person having created the
contract. When the intervention of the referee is re-
quired by one of the two parts (the employer or the
employee), it is the physical arbitrator who intervenes.
He reads the clauses of the contract signed by the three
parts and makes a decision according to these consid-
erations. The case of the arbitration by the system is
based on the dates and the completion periods of de-
liverable. An agent created in the system constantly
supervises (N time per day for example) the various
existing contracts in the database and as soon as a go-
ing beyond of completion period is located, it specifies
the related penalties to the concerned users. In addi-
tion, when a contract is perfectly carried out, it will
allot rewards to the users.

o Contract Search:
The search for an offer (a contract) is the second de-
cisional part of the application. This one is based on
the profile of the users and their reputation (specified
by the agent referees of the system). When a user de-
sire to create a contract, the agents will look for cor-
respondents that have a good reputation attributes and
meeting the needs for the applicant (expertise, dates
of availability, etc) and present them at the user in a
coherent order. They are thus primarily the decisional
aspects of the agents integrated in the existing system.
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Figure 5. EBSME Structural Specification

Communication Layer: This layer is based on SACI[7], supervised by an only one Institution. The group “Contract”
which is a Java API that provides all the necessary meth-is composed of three roles played by three different agents
ods which facilitate to the agents, in order to organize because of non-compatibility between roles. An agent plays
themselves according to thetoise’™* model. It offers the role “Employer”, “Employee” or “DomArbitrator”. The

in particular a powerful communication protocol to the “Institution” group is composed of supervisor roles which
agents. The communications protocol is usable thanks to ahave all authority ortontractualroles.

script provided with the APl one, which makes it possible

to make communicate the agents in a transparent way. 3.2.2 Functional Specification

In the roles, we can distinguish two types of roles: roles

(performative of the field (domain roles) and roles of the institution.

language i message layer The field is a part suitable for the application. It will vary
:ontology word according to this one.
:sender word
receiver word communication layer Domain Roles:
sreply-with word )
:content CLPTESSION } content layer Er?r:Sonee ?Irr?ii'zi;geascontract
.. - Sign a contract
_ - Carry out the part of its contract
Figure 6. KQML message content - Ask for arbitration
Employer - Initiate a contract
The agents communicate with KQML (Knowledge - Sign and execute the part of its con-
Query and Manipulation Language). In fact, each agent is tract
identified by a reference name which makes it possible to - Pay the deliverables
choose the recipients of a message thanks to these reference - Ask for arbitration
names. The KQML messages use basically some keywords DomArbitrator | - Fix another deadline and make a loop
like presented in [1] and resume on the Figulre 6. on the cycle of the contract
. . . - Service refused for: bad quality of
3.2. Contract Scenario Specification the service (activity off line), bad rep-
utation implying the decision to stop
3.2.1 Structural Specification the process.

We have several groups in our case of figure (see Figure 5).
A “Contract” is a group and is a part of an “Institution”
group. In others terms, each instantiation of contracts is
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Figure 7. EBSME Functional Specification

Roles of the Institution:

Role Description
ComManager | Mediator between domain agents
and institutional agents
StructManager | Manage the roles adoption and
groups access
FunctManager | Manage commitments on missions
and goals state changes
ContextManager Manage context changes relating to
happening events
NormManager | Manage the norms respectrelating to
roles and contexts
InstManagerAg | Manage the organization access and
sanctions application

3.2.3 Contextual Specification
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Figure 8. EBSME Contextual Specification

The contextual specification describes the whole of
the contexts, a priori, in which the organization will be
able to evolve/move as well as the rules of transition
from one context to the other. We distinguishe here the
two following contexts (see Figure 8). The “InContract”
context which corresponds to some functions like: contract
Setup, sign, employee execution, arbitration and payment.
The second context is the ‘OutContract” which is basically
associated to two associated actions. The first is related to
the“Registration” where all the users of the system seek to
play a role (Employer, Employee, DomArbitrator) within a
contract. The second is related to the“Quit” which allows
to leave “EBSME"session.

Other important tasks have been elaborated in the imple-
mentation of agent within the actual prototype. The main
functions are basically summarised in the following:

¢ |dentification which has the responsibility of control-
ling the access to the platform,

e The registration function manages the profiling of the
participants,

e The create contract module initiate the contract execu-
tion,

e The contract signing part permits to proceed to the pro-
tection of the negotiated contract object

e The contract execution module is responsible for the
processing of the contract by the employer or the em-
ployee



e The arbitration function is able to process the arbitra-

tion mechanism, internally or externally.

4. Conclusion

The proposed prototype presented in this paper is mainly
related to two main aspects. First we specified the agent

model to be integrated within the existing EBSME applica-
tion thanks taMoISe/™**. The actual model specifications
permit to take into account all the reactions awaited of the

agents (related to the rights and duties of the agents in the
system) according to various contract case studies. Then, [

this model was validated by th&1oise/™s! specification

thanks to SimOE graphic tool. In fact, this guarantees that
the created agents meet the requirements while being coher-

ent with MoIse/™st, We can thus simulate an agent society
with regard to the various contexts of EBSME application.

Secondly, we can say that the implemented solution allows

an on line control of the e-contracting activities in an au-
tonomous way thanks to integration of a Multi-Agents Sys-
tem. The integration of the agents in the application are
organized and normalized thanks to th¢o1SE’™** model.
The application EBSME is used as platform which will thus
make it possible to validate th&1oi1se/™** model. The

new architecture offers a real autonomy thus allowing an [10]

efficient execution of the contracts. Additionally to thise
implemented GUI performed via the J2EE application and
the interaction of the agents platform offers a real robust-

ness to the application. Indeed, thanks to adopted arehitec
ture, an agent will be able to communicate with the EJBs [11]

without having any major changes on the exiting software

components. In 2nd-tier of the application we have the EJBs
components and the agents, which communicate with these

components.
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